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Executive summa ry

This document presents D7.5 “Data Privacy Impact Assessment preliminary version” and responds to the Sub-
task 7.3.1 “Ethical oversight, validation and updates” in Task T7.3 “Legal framework and ethical supervision”
under Work Package (WP) 7 “Project Management”. This report is a “living” document. Its initial version is re-
ported in this deliverable, where a preliminary Data Protection Impact Assessment (DPIA) has been performed,
to identify any legal and ethical requirements for the project activities and propose mitigation measures. More-
over, an overview of the legal and ethical framework to which 5G-EPICENTRE adheres is provided. Finally, the
activities involving ethical aspects within the project are reported.

In this deliverable, the initial version of the DPIA is provided based on the input received by all consortium part-
ners following the work done in the first half of the project in D7.8 “Data management plan second version”. The
final version of the DPIA will be reported in D7.6 “Data Privacy Impact Assessment final version”, which is due in
M36.
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1 Introduction

5G-EPICENTRE aims to provide a platform for 5G experimentation to Network Application (NetApp) developers
and other interested Information and Communication Technology (ICT) stakeholders, with the opportunity to
test and evaluate their services and/or products for the Public Protection and Disaster Relief (PPDR) sector. The
platform will offer testing of the services on a federated 5G infrastructure, consisting of testbeds in four different
locations (Malaga, Aveiro, Barcelona, and Berlin). In order to achieve this vision successfully, a wide range of
research activities are planned for testing, evaluating, and demonstrating the 5G-EPICENTRE system (or some
selected features), including the realisation of eight Use Cases (UCs) and the organisation and execution of a
hackathon for third-party developers. As these activities require the participation of humans and, in some cases,
the processing of their personal data, the consortium should have mechanisms in place to safeguard the oper-
ating framework which is imposed by the European Commission (EC) and that all reasonable mitigation measures
have been applied. One of the non-functional requirements of the platform, as these have been documented in
D1.3 “Experimentation requirements and architecture specification preliminary version”, is that the system must
be privacy-compliant (NFR3). Thus, all the actions taken to ensure compliance to the NFR3 are reported in this
deliverable. This document is structured as follows:

e Section 2 provides an insight into the legal and ethical framework to which 5G-EPICENTRE consortium
should adhere.

e Section 3 provides an overview of the activities which are undertaken in this project and which include
ethical aspects.

e Section 4 provides the initial version of the DPIA, which was completed in M19.

e Section 5 concludes this report and provides information for the future of this work.

1.1 Mapping of project’s outputs

The purpose of this section is to map 5G-EPICENTRE Grant Agreement (GA) commitments, both within the formal
Deliverable and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to 5G-EPICENTRE’s GA Deliverable & Tasks Descriptions

5G-EPICENTRE Task Respective Document Chapters Justification
T7.3.1: Ethical oversight, validation | 2 - Legal and ethical framework Section 2 presents the legal and
and updates ethical framework imposed by the

“In this sub-Task, the Ethics Man- EC to which the project adheres.

ager, in close collaboration with
the technical partners responsible
for defining the platform architec-
ture and developing the platform
technologies, will guide and assess
the integration of the legal and
ethical requirements in the design
of the platform.

As the technological development
of the project evolves, this Task
will: i) provide oversight and guid-
ance on the implementation of the
legal and ethical requirements in

H2020-1CT-2020-2 Grant agreement ID: 101016521
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the pursuit of an ethically and le-
gally compliant development that
safeguards the privacy and data
protection of individuals involved
in the use case scenarios;”

T7.3.1: Ethical oversight, validation
and updates

“iii) develop a Data Privacy Impact
Assessment (DPIA) in accordance
with the GDPR, to identify potential
legal and ethical threats raised by
the use of the technology and pro-
vide guidance concerning the
measures, safeguards and mecha-
nisms needed for the protection of
personal data;”

“A key result of this Task is the
DPIA, which is concerned with the
implementation of a comprehen-
sive privacy and ethical impact as-
sessment to mitigate the impact of
5G-EPICENTRE on privacy and
other fundamental rights and ethi-
cal values. It will include an assess-
ment of the impact of the system
and its modules on privacy and
other fundamental rights from le-
gal and ethical perspectives and
finding ways to mitigate or avoid
any adverse effects. To conduct
this DPIA, all the consortium mem-
bers will engage in a collaborative
exercise, which can be done
through activities such as question-
naires, teleconferences and inter-
views of the legal and ethics part-
ners with the different stakehold-
ers involved (technical partners
and end-users) with the goals of (1)
refining the initial analysis and (2)
identifying the most adequate mit-
igation measures. Then, an identi-
fication of the ethical and legal
risks posed by 5G-EPICENTRE and
the most frequently adopted miti-
gation measures, will be con-
ducted. This collaboration will

3 - Activities of 5G-EPICENTRE in-
volving ethical aspects

In this section the activities and ac-
tions taken by the Ethics Board
(EB) in accordance with the frame-
work presented in Section 2 are
presented.

4 - Data Protection Impact Assess-
ment

In this section the initial version of
the DPIA is provided, The DPIA in-
cludes input from all the partners
who process data within the scope
of 5G-EPICENTRE.

H2020-1CT-2020-2
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serve as a platform for a dialogue
between all the partners involved
in the project with the common
goal to ensure that the final prod-
uct meets ethical and legal stand-
ards. The results will be discussed
and explained in project meetings
and internal workshops, to select
the most appropriate and relevant
mitigation measures.”

H2020-1CT-2020-2 Grant agreement ID: 101016521 Page | 13
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2 Legal and ethical framework

The legal and ethical framework related to the activities envisioned in 5G-EPICENTRE is presented in the follow-
ing sections, as these are imposed by the European Union (EU) and national regulations of the participating
countries. Although the ethics of the project are heavily based on the compliance with the General Data Protec-
tion Regulation (GDPR) [1], other regulations such as the e-Privacy Directive (ePD) and Free Flow of Non-Personal
Data Regulation are considered.

2.1 General Data Protection Regulation

The GDPR (2016/679) is an EU law regulation concerning data protection and privacy, which is applicable in both
the EU and the European Economic Area, while actions in the event of transferring personal data outside those
regions are considered. Based on the DPIA presented in Section 4, transfer of any data outside the regions spec-
ified in the GDPR is not foreseen throughout the project’s activities.

Through GDPR, a specific framework of obligations is imposed on both controllers and processors, in an unam-
biguous way, compared to the previously existing directives and regulations. In particular, the GDPR regulation
replaces the Data Protection Directive 95/46/EC; and its main purpose is to provide individuals with controls and
rights over their own personal data. The GDPR is directly binding and applicable, as it is a regulation and not a
directive. Within GDPR (Article 4%), a wide range of legal terms and definitions is documented. Nonetheless, this
report deals with the most relevant terms to the project’s activities and overall scope, whose definitions are
provided:

e Personal data: Is deemed as any information related to an identified or identifiable individual. Examples
personal data are (but not limited to) the individual’s name, residence address, email address, gender,
ethnicity, religion, biometric information.

e Data processing: Overall, data processing is considered as any action that is performed on the personal
data regardless of the action being automated or not. Such actions include collection, organisation, stor-
age, use and alteration of data.

e Data subject: The data subject is the individual, whose own data is processed.

e Data controller: The data controller can either be a natural or legal person, a public authority, an agency
or any other body. The data controller is the one who determines the purposes and mean of the pro-
cessing of personal data, either alone or in collaboration with other entities.

e Data processor: The data processor is a third party who processes the personal data of individuals on
behalf of the data controller.

The complete privacy policy to which 5G-EPICENTRE adheres is available on the project website?.

2.1.1 Sensitive personal data

Under GDPR, a dedicated category of personal data is included, identified as “sensitive personal data”. This type
of data must be treated with additional security and therefore, cannot be processed under the same procedures
utilised for the rest of personal data. Such data requires specific processing conditions. According to Article 4
(13), (14), (15) and Article 9% of the GDPR, personal data that are considered sensitive are:

a. Personal data that include racial or ethnic origin of the subject, its political opinions, as well as its reli-
gious or philosophical beliefs;

L Art. 4 GDPR - Definitions - GDPR.eu
2 https://www.5gepicentre.eu/privacy-policy/
3 Art. 9 GDPR - Processing of special categories of personal data- GDPR.eu

H2020-1CT-2020-2 Grant agreement ID: 101016521
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b. Trade-union membership;

C. Personal data that reveal genetic data or biometric data processed in order to reveal the identity of a
human being;

d. Personal data related to the subject’s health; and

e. Data about the sexual orientation or the sex life of the subject.

As it is further elaborated in Section 4, through 5G-EPICENTRE research activities, biometric data are collected.
Nonetheless, these are not classified as personal data, as the processing purpose is not for the identification of
individuals.

2.1.2 Data processing

Under GDPR, the partners of 5G-EPICENTRE are only able to collect, use, store or sell any personal data if at least
one of the conditions specified in Article 6% (1) is satisfied. In particular, one of the following conditions must be
met:

a. Consent for the processing of their personal data for one or more specific purposes has been received
by the data subject.

b. The processing of the personal data is necessary for the execution of a contract, in which the data subject
is a party.

C. Processing is necessary in order to comply with legal obligations to which the data controller is the sub-
ject.

d. The processing is required to protect the vital interests of the data subject or of another natural person.

e. Processing is necessary for the performance of an action that will safeguard the public interest or in the
exercise of official authorities vested in the data controller.

f. The processing of data is necessary for the purposes of the legitimate interests pursued by the controller
or by a third party. Cases in which the interests or fundamental rights and freedoms of the data subject
require protection of personal data, and particularly when the data subject is a child, such condition does
not apply.

If any of the aforementioned conditions are met and, thus, the lawful basis for data processing has been estab-
lished, the data controller can proceed with processing of data, whereas the data subject is notified, thus ensur-
ing compliance with the particularities of data transparency. Any change in the legal basis for processing requires
the data controller to document the changes and inform the data subjects.

Partners of 5G-EPICENTRE process data only in the event of receiving a signed consent form by the data subject,
that allows them to process their personal data for the specific purposes of the project that are clearly stated on
the accompanied information sheet.

In Article 5° of the GDPR, the principles that should be considered for ensuring protection when processing data
are provided and are listed below:

1. Lawfulness, fairness, and transparency: The processing of data is conducted within a lawful, fair and
transparent framework regarding the data subject.

2. Purpose limitation: The data is collected for specified, explicit, and legitimate purposes. To this end,
further processing for archiving purposes in the public interest, scientific or historical research purposes

4 Art. 6 GDPR — Lawfulness of processing - GDPR.eu
5> Art. 5 GDPR - Principles relating to processing of personal data - GDPR.eu
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or statistical purposes shall be compatible with the initial purposes of collecting the data, in accordance
with Article 89° (1) of the GDPR.

3. Data minimisation: The data shall be adequate, relevant and limited to what is necessary for the pur-
poses for which they are being processed.

4. Accuracy: The data shall be accurate and, if relevant, kept up to date. Thus, every reasonable step must
be taken in order to ensure that inaccurate personal data that are linked to the processing purposes are
either erased or rectified without any delay.

5. Storage limitation: Data must be kept in a form that permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are processed. Therefore, personal data
may be stored for longer periods, if they are processed solely for archiving purposes in the public inter-
est; scientific or historical research purposes; or statistical purposes, in accordance with Article 89 (1) of
GDPR. The aforementioned is subject to the implementation of the appropriate technical and organisa-
tional measures required by Article 5 of the GDPR in order to safeguard the rights and freedoms of the
data subject.

6. Integrity and confidentiality: Appropriate security of the personal data is ensured during its processing,
including protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate, technical, or organisational measures.

7. Accountability: The data controller shall be responsible for compliance with points (1)-(6); and be able
to demonstrate the same.

Based on these conditions, the data management plan (DMP) is addressing these points by providing relevant
questions to the partners who are processing (or foresee to process) data, in the framework of the project. The
DMP was reported in M4 (D7.7); and was updated in M18 (D7.8).

Thus, through this exercise, adherence to the restrictions is achieved. Some examples include (but not limited
to) the clarification by partners as to the purpose of collecting data, as well as which data and to what extent,
which relates to point (2): Purpose limitation. Moreover, partners are asked to state the retention period for the
processed data, in order to ensure that (5): Storage limitation is adhered to. Finally, another example is the use
of consent forms and information sheet before processing any data, which is linked to condition (1): Lawfulness,
fairness, and transparency.

2.1.3 Rights of data subjects

In general, human participants involved in research activities are entitled to several rights with respect to the
processing of their personal data. The introduction of the GDPR aided in the enrichment of existing rights of data
subjects, as these were defined in the Data Protection Directive (Directive 95/46/EC) [2], whereas it introduced
new rights that aimed in covering the gaps created in the existing legal and ethical framework. To this end, it is
essential that the 5G-EPICENTRE consortium is aware of the research participants’ rights; and ensure adherence
to them by taking all the necessary actions. Under the GDPR (Articles 15-22), the human participants have the
following rights [3]:

The data subject’s right of access.

The data subject’s right to rectification.

The right to erasure (or to be forgotten).

The data subject’s right to restriction of processing.
The right to be informed.

The right to data portability.

The right to object.

@0 a0 oo

6 Art. 89 GDPR - Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes- GDPR.eu
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h. The right to not be subject to a decision based only on an automated processing.

As indicated in the templates of the informed consent forms (provided in Annex 1), before any data is being
collected, the data subject must sign the forms and provide her/his consent. It should be noted that all human
participants have the right to withdraw their consent at any point without being required to justify their choice.
In such case, their data will be immediately deleted unless there is a legal basis and contractual obligation to be
preserved.

2.1.4 Data Protection Impact Assessment

According to Article 357 of the GDPR, a DPIA% is required in cases where the rights and freedoms of data subjects
are likely to be under high risks through the processing of their data. In particular, a DPIA is required if any of the
following applies:

a. Anautomated decision making, such as profiling, for a systematic and extensive evaluation is applied to
the personal data related to natural persons.
An extensive processing of sensitive data occurs.

C. A systematic monitoring of public areas occurs on a large scale.

Based on the latest version of the DMP (D7.8), 5G-EPICENTRE does not require a DPIA at this phase, as none of
the aforementioned conditions are met. As shown in Section 4, there are cases where biometric data will be
collected for the execution of UC8, which fall under the category of “sensitive personal data”. However, this
action is not characterised as an “extensive processing of sensitive personal data”. In addition, for UC7 it is envi-
sioned that footage and Global Positioning System (GPS) location will be captured by wearable devices, which is
not considered as “systematic monitoring of public areas on a large scale”.

Nonetheless, even though a DPIA is not strictly mandatory for fulfilling the project purposes, it remains a good
practice and a useful tool for data controllers in complying with the GDPR [1].

2.1.5 Data anonymisation

For numerous EU legislations and directives, including the GDPR, anonymisation of data is considered as an ef-
fective measure for preventing data subjects’ identification. Through data anonymization, all private and sensi-
tive information of data subjects are either completely erased, or replaced by encrypted identifiers that connect
the individual subject to its data. This is a necessary measure that shall be taken, even if there is a legal basis to
process the personal data identified in accordance with Articles 5 and 6 of the GDPR.

In this regard, several key aspects shall be considered when applying such techniques. As data anonymisation
requires assurance with respect to the satisfaction of the necessity of compatibility by having regard to the legal
grounds and circumstances of the further processing, it is a more complicated procedure than just the process
of personal data. Some of the most prevalent anonymisation methods are data masking, generalisation and data
swapping. Data masking is a method in which the data is hidden with replaced values, by utilising techniques
such as encryption, character or word replacement, and character shuffling. Generalisation can be used by re-
moving certain identifiers in a dataset, in order to make it more general. Finally, data swapping is a method
where values in the dataset are swapped, aiming at having data values that do not correspond to the initial
dataset.

Pseudonymisation, on the other hand, is a method that can be employed by having some data protection while
preserving the integrity of the original data and the statistical accuracy, through the replacement of unique iden-
tifiers with fake ones or pseudonyms. Despite the many advantages this method offers, it cannot be used solely

7 Art. 35 GDPR - Data protection impact assessment- GDPR.eu
& In the GA, Data Protection Impact Assessment is referred to as Data Privacy Impact Assessment.
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as an anonymisation technique. This is due to the fact that although pseudonymisation reduces the link between
the original and modified datasets, such connections are not fully eliminated. As stated in Recitals 28 and 29 of
the GDPR:

e The application of pseudonymisation to personal data can reduce the risks to the data subjects con-
cerned and help controllers and processors to meet their data-protection obligations. The explicit intro-
duction of “pseudonymisation” in this Regulation is not intended to preclude any other measures of data
protection. (Recital 28)

e In order to create incentives to apply pseudonymisation when processing personal data, measures of
pseudonymisation should, whilst allowing general analysis, be possible within the same controller, when
that controller has taken technical and organisational measures necessary to ensure, for the processing
concerned, that this Regulation is implemented, and that additional information for attributing the per-
sonal data to a specific data subject is kept separately. The controller processing the personal data should
indicate the authorised persons within the same controller. (Recital 29)

In general, a combination of the aforementioned methods yields the most effective results for data anonymisa-
tion. However, it should be highlighted that even though a combination of techniques could be applied, there
are residual risks, as de-anonymisation can be applied; a method where the anonymised data is cross-referenced
with other databases, thus aiming at the re-identification of data subjects. 5G-EPICENTRE, in order to ensure that
risks are mitigated, will follow data minimisation principles to prevent individuals from being able to trace re-
search participants and link them to a specific UC demonstration, or the Hackathon event.

The project complies with the GDPR and any local legislation (if required). To this end, specific measures have
been set if personal data is exchanged between the consortium partners. In particular, full anonymisation is
required prior sharing personal data between partners. It is possible that data is exchanged among partners
without being fully anonymised, if this is required for the purposes of the project. In this case, the specific part-
ners shall conduct a separate agreement for data processing, thus setting their own operational measures to be
taken prior to the exchange or processing. It should be noted that despite separate agreements, the data ex-
change measures must be in accordance with the EU Data Protection Legislation.

2.2 e-Privacy Directive

The Directive 2002/58/EC on privacy and electronic communications as ePD was amended by Directive
2009/13631; and they were transposed into EU nations’ laws [5]. Their scope is to protect privacy in the elec-
tronic communications sector (e.g., communications metadata) and they can complement the GDPR on elec-
tronic communications privacy. The 5G-EPICENTRE project will follow the ePD.

The e-Privacy Regulation (ePR) [6], which is not in force, is set to repeal the current Directive. Unlike the Directive,
the Regulation is a legal act of the EU, thus forcing all state members to abide by it effective immediately. The
latest update of the ePR is the derogation approved by the European Parliament on 06/07/2021, allowing elec-
tronic communication providers to seek and report material related to child sex abuse in private conversations.

2.3 Free flow of non-personal data

The Regulation of the Free Flow of Non-Personal Data [7] was introduced in 2018. Its main aim is to limit the
complications regarding the free flow of data in the EU. Operating in conjunction with the GDPR, whose purpose
is to protect personal data, this Regulation has been adopted for ensuring the free flow of non-personal data,
thus boosting the digital single market. The tools for achieving its objectives include forbidding localisation re-
quirements for mandatory data, unrestricted access to competent authorities to such data, and facilitation of
data porting by users.
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Non-personal data is defined in the Regulation as the data that is not personal, by the definition of personal data
that is provided in Article 4(1) of the GDPR. Consequently, non-personal data is considered as all data that is not
classified as personal.
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3 Activities of 5G-EPICENTRE involving ethical aspects

The activities of the project envisage the involvement of human participants throughout the UC execution, as
well as during the hackathon. To this end, actions have been defined and implemented to safeguard the privacy
and protection of human participants and to ensure that the consortium is operating under the ethical frame-
work imposed by the EU.

3.1 Ethics Board

Ethical oversight is provided via an Ethics Board (EB), that was formed by partners of the consortium. The EB has
a supervisory role, and its main aim is to ensure that any actions related to the project’s activities, including
participation of humans in the UCs and hackathon event, are performed while adhering to the legal and ethical
framework imposed by the EC, as these have been defined in Section 2. The EB meets on an ad-hoc basis, when-
ever deemed necessary by any of its members. The main objectives of the EB are the following:

e Supporting the consortium’s activities by providing relevant information regarding Legal and Ethical reg-
ulations affecting the partners’ actions

e Continuous monitoring and updating of the DMP in the event new data are required for the project
activities;

e Identification of events or other project activities that could potentially entail ethical risks;

e Continuous monitoring of the partners’ activities and ensuring that their actions are adhering to the
Legal and Ethical framework;

e Analysis of the information provided in the DPIA and decision on the mitigation measures to minimise
any potential risks.

The EB has a monitoring role for the duration of the project. To this end, the EB provides continuous review of
material produced by the consortium, including deliverables, dissemination material, press releases etc., in order
to prevent any actions that could compromise the project from a legal and/or ethical standpoint. In general,
identification of risks and monitoring of new and existing project activities by the EB are an ongoing process that
is active throughout the project’s lifespan. It should be noted that any decisions or recommendations of the EB,
as well as relevant action points, are communicated to the consortium.

The individuals forming the EB of 5G-EPICENTRE and their respective role are provided in Table 2.

Table 2: Ethics Board members

Name Organisation Role

Alain Dubois ADS Project Coordinator
Konstantinos Apostolakis FORTH Technical Manager
Yerasimos Yerasimou EBOS Ethics Manager

loannis Markopoulos NOVA ?;iiss?a:::gne?nd Communi-

3.2 Data Management Plan

The DMP of the project is a live registry, where partners report on their intention to process data within the
framework of 5G-EPICENTRE's activities, as well as the procedures they follow in the event they do process data.
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In the DMP there is a distinct classification between personal and other data, which helps in isolating data that
require the attention of the EB. Two official releases of the DMP have been reported in D7.7 (M4, resubmitted
M12) and D7.8 (M18), respectively. Moreover, partners who do process data are required to provide the contact
details of their organisation’s Data Protection Officer (DPO) and internal data processing policies®.

3.3 Criteria in recruiting research participants

As mentioned earlier, 5G-EPICENTRE envisages the development of a federated platform for the testing of
NetApps aimed at the PPDR sector. The objectives of the project, which will be realised through the deployment
of eight UCs, involve activities such as gathering of requirements, lab testing, trial validation, user evaluation, as
well as small-scale assessments by gathering users’ input. All the aforementioned activities aim towards analys-
ing and assessing the usability of the platform, technology acceptance and impact creation. Therefore, humans,
including volunteers, may participate in the predefined UC environments. It should be noted that the consortium
partners devote efforts in mobilising relevant user groups, such as public safety organisations and first respond-
ers, as well as policy makers and administration authorities, which helps in recruiting relevant users and stake-
holders for the live demonstrations. More information about the target groups of the 5G-EPICENTRE is available
in D6.2 “Plan for Using and Disseminating Knowledge year 2”, also submitted in M20.

The project ensures that equal opportunities are provided regarding the participation in the UCs of the project.
Moreover, discrimination on any forbidden grounds, such as age, sex, race, colour, ethnic or social origin, genetic
features, language, religion or belief, political or other opinion, membership of a national minority, property,
sexual orientation and disability, is forbidden, thus abiding by Article 21 (Non-discrimination) of Equality [8].

In addition, the project makes every reasonable effort to avoid participants’ exclusion from its envisaged activi-
ties for reasons such as the platform not being reasonably user-friendly, cultural bias propagated through the
language used via the project’s communication and promotion of certain societal communities.

3.4 Secondary data

Secondary data includes data that has been repurposed; and is therefore used in a different scope compared to
the original purpose for which it was gathered. Unlike primary data, which refers to data collected by the project
partners to fulfil the objectives of 5G-EPICENTRE, secondary data could also be processed, thus exploiting readily
available data which may have been gathered for a different scope.

Although primary data is overseen by the ethics guidelines provided in this document, the ethics governing sec-
ondary data collection and/or processing depend on the terms and conditions of the original source, which have
already been accepted by the subjects, i.e., in case data is collected from a website, the terms and conditions
that the user has accepted prior entering the website. To date, no need for secondary data has been identified
by any of the consortium members.

3.5 Informed consent of research participants

As specified in Section 2.1.3, informed consent forms will be used before any data is collected from research
participants that are involved in any research activity of the project that requires them to provide personal data.
As such, the consent by all data subjects should be obtained by means in accordance with their age and compe-
tence level. The consent form will also be the means for obtaining voluntary participation to the activity. To this
end, it is the responsibility of the partner representing 5G-EPICENTRE to provide the necessary information to
any prospective participant, by adapting the information to their skill and needs with respect to readability and

9 Information is available in D7.8.

H2020-1CT-2020-2 Grant agreement ID: 101016521 Page | 21




D7.5 Data Privacy Impact Assessment preliminary version = \ Iill

5G

visual appeal. Additionally, partners are able to redirect any prospective participant to the privacy policy of the
project, which is available in the website.

Based on Article 71° of the GDPR, there are specific conditions to be met in order to have a valid consent for
processing personal data. In particular [9]:

a. The consent must be freely given. Thus, the data subject must not be forced in any way to consent, even
when being asked for their consent as a requirement for using a service.

b. The consent must be specific. Therefore, it should be clarified under which data processing activities
their personal data will be used.

C. The consent must be informed; therefore, the prospective participant must be provided with infor-
mation related to the processing activities that are intended to be applied and to their purpose.

d. The consent must be unambiguous. Specifically, the consent of the data subject must not be questiona-
ble in any way.

e. The consent must be revoked. Therefore, the participants have the right to withdraw their consent at
any time.

The research objectives and expected outcomes of the project are communicated to the prospective participants
in order to persuade them for joining the research activities, once they have provided their explicit consent to
their personal data. In general, the actions to be followed for processing personal data are the following:

1. The consent form is digitised followed by destroying the hard copy. The soft copy is saved on a secure
computer located at the premises of the designated data controller, in compliance with ISO/IEC
27001:2005 standards [10] concerning data security, aiming at safeguarding the data against accessibility
by unwanted third parties or disaster.

2. Each participant is assigned a random index number, in the context of anonymisation procedures.

3. An encrypted file that is kept on a secure computer at the premises of the designated data controller
includes all the relevant information for linking the digital consent form to the random index mentioned
in (2).

4. All datasets are associated with the generated index, mentioned in (2).

5. Access to the encrypted file mentioned in (3) is only available to the designated data controller.

The aforementioned steps shall be followed for every activity of 5G-EPICENTRE that involves the collection, stor-
age, and/or use of data. Once the processing period has expired, with a maximum time of five years after the
project’s completion, the data shall be deleted from all databases. Further processing of the data by some part-
ners can be extended beyond the five years, if parallel legal obligation exists for such processing and therefore
such legal basis is valid.

10 Art. 7 GDPR - Conditions for consent - GDPR.eu
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4 Data Protection Impact Assessment

A DPIA was conducted addressing the project partners that process data according to the DMP. The DPIA is
based on the template provided in [11] and has the form of a questionnaire consisting of a set of questions,
where the following are clarified:

e The aims of the activity under which data is processed and the type of processing - Table 3;
e The nature of the processing - Table 4;

e The scope of the processing - Table 5;

e The context of the processing - Table 6;

e The purpose of the processing - Table 7; and

e The compliance and proportionality measures - Table 8.

Table 3: DPIA — Aims of activity in which data is processed and type of processing

Explain the aims of the activity in which data is processed and what type of processing it involves.

Data is processed for the coordination of the project:

e Partners’ email addresses and phone numbers are used for the
project communication.

e Bank account details: Required for processing the project part-
ners payments.

ADS

ADS does not process any special categories of personal data.

Data is processed for receiving requirements responses according to the
Description of the Action (DoA).

NOVA The responses will be used in the requirements collection process. Per-
sonal data will not be used and will be deleted following the require-
ments collection.

For ALB, data processing may be required in two types of activities:

e Hackathon preparation and management: Identification and
ALB contacts of participants; Other data to be processed will be de-
fined during the preparation for the Hackathon within WPS5.

e UC development: Identification and biometric data of UC par-

ticipants/volunteers

Data is processed for users that wish to use the experimental portal of

FORTH
5G-EPICENTRE.
YBQ processes data for the execution of UC7.
YBQ The smart-glasses worn by the PPDR practitioners are tracked through

a GPS-enabled device, which is then communicated to the server appli-
cation. The server organises the data in clusters and displays it on a geo-
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referenced map. Some devices in the field are put in video inter-com-
munication with each other and can exchange text messages.

Regarding the UC8 led by ORAMA, the data processed are used:

e for user registration and login purposes (email addresses, full
names, affiliation);

e for identifying potential issues and improve the application it-
self (questionnaires);

e for potentially providing a suitably translated user interface

ORAMA (country of origin); and

e to provide user analytics regarding their performance (personal
score for each action within the application).

The credential data are processed during login to identify the user. The
questionnaires are processed manually to identify issues on the perfor-
mance of the application. The personal score for each action is pro-
cessed via analytics engines.

Table 4: DPIA — Nature of the processing

Describe the nature of the processing:

The email addresses, phone numbers and company bank accounts are sent by the partners via

ADS
email. All data will be used only for the project purposes and deleted at the end of the project.
NOVA Data is collected and used for the requirements for 5G-EPICENTRE. Personal data is deleted fol-
lowing the collection of requirements.
UCs: Monitoring probes deployed at the network and measurements provided by the system un-
der test. Data is stored and processed.
ALB

Hackathon management: via enrolment web form

The policy for the deletion of the data is documented in Table 5.

Data will be stored on a private server, accessible only through the internal network of the infra-
structure. The connection between the users' browsers towards the private server will be en-
FORTH crypted using Hypertext Transfer Protocol Secure (HTTPS) and Transport Layer Security (TLS) con-
nections.

The policy for the deletion of the data is documented in Table 5.

We collect the data with GPS-enabled devices used in platform on the map and stored in data-

YB
Q base. Data can be deleted if requested.
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Collection via the application itself:

e Credentials during registration and login sessions
e Questionnaires and personal score while using the application

The information is used for identifying a user (credentials), identifying issues on the performance
ORAMA of the application (questionnaires) and for providing analytics on the score of a user (personal
score for each action within the application).

The data are stored anonymised in cloud storage (Azure).

The data are deleted upon request or at the end of the project or after the expiry date, as this
has been reported in the DMP.

ADS The data is sent by the partners.

NOVA Surveys, Interviews

UCs: Monitoring probes

ALB
Hackathon management: enrolment web form

FORTH Users will enter the information via the Portal front-end, served via a virtual machine (VM) of the
demilitarized zone (DMZ).

YBQ Smart glasses and other devices that produce the GPS information

ORAMA Data originate from the users and their actions while using the application.

ADS No.

NOVA No.

Data will not be shared with anyone outside the consortium. Results obtained will be aggregated
ALB or anonymized; whatever is considered more suitable. For Hackathon management, only partners
involved in Task 5.2 will be granted access to participants’ personal data.

FORTH No.
YBQ Only with partners of consortium that are relevant to UC7.
ORAMA No.

11 processing of data includes either collecting, using, storing or deleting data.

H2020-1CT-2020-2 Grant agreement ID: 101016521




D7.5 Data Privacy Impact Assessment preliminary version = \ Iill

5G

ADS None.

NOVA None.

None. Any personal data, including biometric data, if needed for the implementation of any spe-

ALB
cific UC, will be anonymized. The collected data will only be relevant in the scope of the said UC.

FORTH None.

YBQ None.

ORAMA None.

Table 5: DPIA — Scope of the processing

Describe the scope of the processing:

ADS Email, company bank accounts

Email addresses, phone numbers, affiliation, position, research

NOVA . . . .
notes, interviews, questionnaires

UCs: Identification and biometric data.
ALB
Hackathon management: participants’ identification and contacts

E-mail addresses and other potential data (such as potentially organ-
isational data for identifying/validating Portal roles [e.g., testbed
owners]; country of origin [for geo-blocking of blacklisted countries];
FORTH organisation VAT information [for asserting country of origin], etc.)
will be used as part of the account setup for using the 5G-EPICENTRE
Portal. In addition, agreement to terms and conditions will be a nec-
essary step to allow signing up a new user account.

YBQ GPS Position, Text messages, Email, Full names

Email addresses, full names, affiliation, questionnaires, country of

ORAMA . . - R
origin, personal score for each action within the application.

ADS No.

12 please refer to Art. 9 GDPR for the definition of special category data: https://gdpr-info.eu/art-9-gdpr/
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NOVA No.
UCs: Yes, biometric data, if needed for the implementation of any UC.
ALB
Hackathon management: No
FORTH No.
YBQ No.
ORAMA No.
ADS The data is collected at the beginning of the project or if a new part-
ner enters the project.
NOVA The above-mentioned data will be collected from approximately 40
people, two times in the project’s lifetime.
UCs: Data necessary for the deployment and testing of the defined
UCs in ALB'’s testbed.
ALB
Hackathon management: Data necessary for participants’ identifica-
tion and contact
Depending on the use of the platform, data relating to the partners’
organisations with a direct stake in the 5G-EPICENTRE platform (i.e.,
testbed owners and function developers/ experimenters) alongside
FORTH participants to the Hackathon activities in the context of T5.2. All ac-
counts will undergo an approval process prior to granting access to
the Portal (e.g., to make sure end-users will adhere to ethical or other
special requirements coming from the EU). As many as 100 individual
accounts are expected to be created during project lifetime activities.
YBQ e GPS position: every 5 seconds
e Text message: every disaster event
e Email addresses, full names, affiliation, questionnaires, coun-
try of origin: on registration, once per user
e Personal score for each action within the application: on
ORAMA every session, per user, once per action (e.g., if the user se-
lects an option or triggers an action, it will be stored)
e Quality of experience (QoE) related questionnaire, after each
session
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ADS All data will be deleted at the end of the project.

NOVA Personal data will not be used and will be deleted following the re-
quirements collection.
UCs: Data will be kept in accordance with the data retention policy
that will be agreed among the partners of the consortium.

ALB
Hackathon management: Participants’ personal data will be kept un-
til the project's conclusion and deleted immediately after.
Data will be securely stored in a private server until 12 months after
conclusion of the project. After this period, they will be deleted. We
plan to indicate this in the Portal (e.g., beta version) and the terms

FORTH and conditions page where users will be notified of our intentions
with the collected data. If exploitation plans foresee it, after moving
to a new server (post-project exploitation by individual or groups of
partners), new accounts will need to be registered, and the adminis-
trating entity will need to provide similar security mechanisms.

YBQ The GPS position will be kept until the user requests deletion.

ORAMA Untillthe end of the project or less, if the user requests the deletion
of this data

ADS All the partners

NOVA 40 people

ALB It depends on the number of participants in the UCs. This also in-
cludes Hackathon participants; number is unknown at this point.

FORTH Relating to the number of accounts approved

YBQ Only technicians accessing the platform
The data of all users’ actions will be processed by the analytics en-

ORAMA ine P Y Y

Table 6: Context of the processing

Describe the context of the processing:
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ADS Project participants

NOVA The data subjects are project’s stakeholders.

UCs: partners of the consortium, volunteers

ALB
Hackathon management: Participants

FORTH Users of the platform. Will include consortium members and Hacka-
thon participants during project lifetime activities.

YBQ Research participants and partners of consortium

ORAMA Research participants, partners of consortium, PPDR volunteers

ADS The partners control their data, it can be deleted by a mail request
Questionnaire and interviews will have informed consent in the begin-
ning. If the interviewee agrees, we will proceed.

NOVA Data subjects’ request process, as defined in Articles 15-22 of the
GDPR, describes how data subjects can freely exercise their rights
through a corresponding application to be filled in on the Company’s
official communication channels.

ALB Data subjects’ control to be defined by the consortium (following

D7.7, section 3.4)

In accordance with principles of research ethics and EU data protec-
tion regulations, users will be fully informed about the purposes of
data collection prior to creating their account. They will have the right
to be informed about their personal data collected and to have access
FORTH to them, and the right for these data to be in a portable and easily
accessible form. They will also have the right to request that their per-
sonal data be corrected, updated or deleted, the right to have the pro-
cessing restricted, and the right to object, with the reservation of any
exceptions provided for in existing European and national legislation.

Data subjects can control the data (delete the collected information

YBQ

upon request).
ORAMA Complete control (able to view, alter, and delete them)
ADS Yes.
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NOVA Yes.
ALB Yes.
FORTH Yes, all use of the data will be elaborated in the Terms and Conditions
page.
YBQ Yes.
ORAMA Yes.
ADS No.
NOVA No.
ALB No.
FORTH No. Age verification will be applied in the account creation process to

ensure users are above the age of 18 when creating their account.

It could happen that accidentally children or other vulnerable groups
YBQ are in a video stream; however, their data will be anonymous. More-
over, video stream is not available publicly.

ORAMA No.
ADS No.
NOVA No.
ALB No.

No. Data will be stored on a private server, accessible only through the
internal network of the infrastructure. The connection between the

FORTH , . . .
users' browsers towards the private server will be encrypted using
HTTPS and TLS connections.

YBQ No.

ORAMA No.
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Table 7: Purpose of the processing

Describe the purpose of the processing:

Partner information used for project organisation and payments ex-
ecution

ADS

The responses will be used in the requirements collection process.
NOVA Personal data will not be used and will be deleted following the re-
quirements collection.

e UC roll out and demonstration (if data processing is re-
ALB quired);
e Preparation of the Hackathon.

Account creation on the Portal and use of the e-mail for login pur-
poses. Ensuring the individual can be verified (i.e., verification link
sending to the e-mail account) and an appropriate role can be
FORTH granted for role-based access control RBAC (e.g., a third-party user
cannot be assigned as a testbed owner). Also, ensuring that special
requirements (i.e., country of origin should not be blacklisted by EU
services) are met prior to approving the account.

Identification of devices (Augmented Reality [AR] smart glasses) po-

YBQ sition in order to broadcast alert messages

ORAMA Identify users (credential related), provide user analytics (scores) and
identify potential issues of the application (questionnaires).

ADS Not applicable.

NOVA Not applicable.

ALB None.

FORTH Data subjects will be registered users of the Portal and should be able
to log in to access the Portal services.

YBQ Referral of the devices position on a geographical map. The device

position data will not be linked to the personal data of the user.
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They will be able to login (credentials) and they can identify where

ORAMA
they performed well, throughout the user of the application.
ADS Project administration.
NOVA The elicitation of the requirements of the 5G-EPICENTRE platform.
ALB Successful execution of the project activities and realisation of the

intended project outcomes, as specified in 5G-EPICENTRE GA.

Solid way for granting access to specific Portal services based on
FORTH RBAC. Compliance to ethical requirements as identified in the pro-
ject’s Ethics Board meetings.

YBQ Successful execution of the project activities relevant to UC7.

ORAMA Potential improvement after identifying application issues.

Table 8: DPIA — Compliance and proportionality measures.

Describe compliance and proportionality measures:

ADS Not applicable.
NOVA Internal policy of NOVA has been shared with the Ethics Manager.
ALB Subjects informed consent (as per D7.7, section 3.7).

Consent: The individual gives clear consent for the processing of the data for accessing Portal
FORTH services. This will be facilitated with the individual being prompted to read and agree to the terms
of service in order to complete their registration.

YBQ EU GDPR

ORAMA Data will be collected and processed after giving consent.

ADS Not applicable. | NOVA Yes. ALB Yes.

FORTH Yes. YBQ Yes. ORAMA Yes.
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ADS Not applicable. | NOVA No. ALB No.
FORTH No. YBQ No. ORAMA No.
ADS Not applicable.

The provisions for data security are described in the internal policy of NOVA.

The process of managing security incidents involving personal data includes identifying any data
NOVA protection breaches, investigating the incident, and notifying the supervisory authority (and the
subject, if this is required), if the breach is likely to pose a risk to the rights and the freedoms of
natural persons.

ALB Through the minimisation of the number of people with access to data and secure access

Data will be stored on a private server, accessible only through the internal network of the infra-

FORTH . . .
structure. Data will not be exposed by any means to third parties.

YBQ The access to the app is locked. Any fraudulent action can be discovered.

ORAMA Safe keeping of data in Azure, supervision of ORAMA’s DPO

ADS Not applicable.

The responses will be used in the requirements collection process. Personal data will not be used

NOVA
and will be deleted following the requirements collection.

ALB The collected data will be as minimal as possible, if strictly required to enable the successful exe-
cution of the planned tasks.

FORTH Only the data necessary for the purposes of the Portal’s proper functionality will be collected. An
approval procedure will be applied to ensure the accuracy, relevance, and completeness of data.

YBQ Not applicable.

ORAMA Minimal data are collected to serve the purposes mentioned.

13 Function creep is an outcome where results in data is being used for different purposes other than the ones the individual
consented to or was told about upfront.
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ADS Not applicable.
NOVA Questionnaire and interviews will have informed consent in the beginning. If the interviewee
agrees, we will proceed.
ALB Information is provided as defined by the consortium, including consent form and information

sheet.

FORTH Terms of service, privacy policy

Information is provided as defined by the consortium, including consent form and information

YB

Q sheet.

ORAMA Data will be collected and processed after giving consent and reading the necessary information
sheet.

ADS Not applicable.

NOVA Questionnaire and interviews will have informed consent in the beginning. If the interviewee
agrees, we will proceed.

e UCs: Data processing is only occurring by the involved consortium partners.
ALB e Hackathon Management: Data processing is only occurring by the involved consortium

partners.

Data processors are FORTH employees working on the project. Technical and organizational
FORTH measures will be applied, as described above, to ensure compliance with the European and na-
tional legislation on data protection and to protect data subject rights.

YBQ Access to the data is only available to involved consortium partners.

Access to data is possible only by members of ORAMA who have signed the non-disclosure agree-

ORAMA
ment (NDA).

ADS Not applicable.

NOVA Internal policy of NOVA has been shared with the Ethics Manager. For the purposes of the project,
no data transfers outside EU are required.

ALB Not applicable. No international transfers will occur.

FORTH No data will be transferred outside the EU.
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YBQ Not applicable.

ORAMA No such transfer occurs.

Based on the input received from the partners processing data a number of risks has been identified, as well as
mitigation measures to limit their overall impact. As stated in Section 2.1.4, a DPIA is not necessary as per the
definition provided in the GDPR; however, it was conducted to expose any potential ethical threads pertaining
to the technical solution provided by 5G-EPICENTRE and the partners’ activities. A simplified 3x3 risk assessment
matrix was utilised for the classification of the identified risks, as these are listed in Table 9. In Figure 1, the risk
assessment matrix is presented.

5G-EPICENTE DPIA risk assessment

AN
5]
o
% Low Medium
&
o
o ()
@] re)
= a Low Medium Medium
ol &
Y
|
2
(@)
= Low Low Low
o«
Minimal Significant Severe
Severity

Figure 1: Risk assessment matrix for DPIA
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Table 9: DPIA — Ethical risk assessment and mitigation measures

Identification and assessment of risks and proposed measures to reduce risk

BG-EPICENTRE

Describe source
of risk and nature

Mitigation

Effect on risk

Residual risk

be altered in the
database. In such
case, contacting

for research pur-
poses

Likelihood of measures (to re-
ER# of potential im- Severity of harm Overall risk _( . (eliminated, re- (Low, medium,
harm duce or eliminate k
pact on data sub- risk) duced, accepted) | high)
jects
Data breaches
may expose
yexp . Anonymisation/
Hackathon partici- .
. - or, where it is not
pants identifica- .
tion and contact possible, pseu-
ER1 . . Possible Significant Medium donymisation of Reduced Low
information,
. personal data oc-
which may be
curs by the data
used for spam
. controller.
and/or phishing
attacks.
Hackathon partici-
ants’ personal
.p P . Creation of back-
information may .
ups of the data in-
be deleted from . .
ER2 Possible Minimal Low tended to be used | Reduced Low
the database. In
o for research pur-
such case, it will oses
not be possible to P
contact them.
Hackathon partici- Creation of back-
pants’ personal ups of the data in-
ER3 information may | pyggiple Minimal Low tended to be used | Reduced Low
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the affected par-
ticipants may be
compromised.

Biometric and
personal data col-
lected during Use
Case testing may
be extracted and

Biometric data
are not linked to
any personal data.

ER4 Possible Severe Medium Complete anony- | Eliminated NA
used for other L
misation before
purposes other rocessing any bi
than the ones de- P . & any
. . ometric data
fined in the pro-
ject.
Biometric and Creation of back-
personal data col- ups of the data in-
ER5 lected during Use | Possible Minimal Low tended to be used | Reduced Low
Case testing may for research pur-
be deleted. poses
Biometric and Creation of back-
personal data col- ups of the data in-
ER6 lected during Use | Possible Minimal Low tended to be used | Reduced Low
Case testing may for research pur-
be altered. poses
Data will be
Hacking of the .
stored on a pri-
Portal server to
ain access to ac- vate server, acces-
ER7 & Probable Significant Medium sible only through | Reduced Low

count data (e.qg.,
e-mail, pass-
words)

the internal net-
work of the infra-
structure.
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Two-factor au-
Unauthorised thentication re-
sign-in on the uired for suc-
ER8 & Possible Significant Medium d Eliminated NA
platform used for cessful connec-
uc7 tion to the GPS
data platform
Leak of personal
P . Azure Cloud Secu-
data (Email, .
. rity Measures, .
ER9S Name, Surname, Remote Minimal Low Eliminated NA
. NDA on members
Country of Origin)
that have access
collected for UC8
Access of third- A form will be
party developers available in the
to the platform portal, where the
from countries o . location of the
ER10 L Probable Significant Medium . .| Reduced Low
not participating third-party experi-
in Horizon pro- menters shall be
gram or outside validated (via
EU company details).
During the life-
time of the pro-
ject, access to
Misuse of the third parties will
platform by third- be granted by the
parties and/or not partners upon re-
ER11 for its intended Probable Significant Medium view. Moreover, Reduced Low
purpose (e.g., access can be re-
testing of PPDR stricted by the
services) testbed owners,
who have control
over their re-
sources.
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ER12

Collection of criti-
cal information,
such as partners’
personal details in
combination with
bank details by
ADS

Probable

Significant

Medium

All bank details
are not linked to
individuals but to
entities. Only pro-
fessional emails
and phone num-
bers are stored in
the Confluence
pages, which are
password pro-
tected.

Eliminated

NA
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5 Conclusions

In this deliverable, the legal and ethical framework, including relevant regulations and directives of the EC, has
been presented. Specifically, the GDPR, the ePD, and the Free-Flow of Non-Personal Data Regulation have been
analysed with respect to the activities foreseen in 5G-EPICENTRE.

Based on the input provided in the questionnaires circulated in the context of conducting a DPIA by the partners
involved in data processing activities; and the discussions that have occurred during technical, non-technical and
EB meetings, this deliverable has provided a set of actions, such as the use of informed consent forms in advance
of processing any data. A clarification as to the criteria involved in recruiting research participants for the various
project activities is also included. Moreover, based on the feedback obtained through the DPIA, the EB has cre-
ated a list of ethical risks and their mitigation measures.

This deliverable constitutes the preliminary version of the DPIA, which will be further enriched, if needed, as the
project progresses and its final version will be reported in D7.6, which is due in M36.
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Annex I: Informed consent form template

Informed Consent Form

By signing the attached consent form, | understand that | agree to participate in the 5G-EPICENTRE project
funded by the European Union (Grant Agreement no.101016521) and co-ordinated by AIRBUS DS SLC (ADS).

|, the UNdEersigNed .......ccuoieieeeceeece e e e e O Yes
(name/surname) hereby declare that | agree to participate in this N
study, in the context of the 5G-EPICENTRE project °

| agree to participate in this activity in the context of the 5G-EPI- workshop/ questionnaire/ survey
CENTRE project on the .....cveeevivesccre s (date). (*choose the appropriate field)

The purpose of the study, the respective activities and my rights | J Yes

have been explained to me in writing (in the information sheet). ON
o

| am participating voluntarily and understand that | can withdraw | ] Yes
from the research activities without repercussions, at any time by

the end of the study, and ask for my data to be deleted. L No

| am satisfied that the assurances of responsible and strict data O Yes

governance, given by the 5G-EPICENTRE project, will be upheld. On
o

| understand that my personal data are kept and treated as confi- | (] Yes

dential as far as this research program is concerned. On
o

| know and understand that my personal data will be keptin ase- | [J Yes
cure environment and that the data controller, as well as any
data processors, will take all the necessary and appropriate
measures to ensure the security, and in particular the confidenti-
ality and integrity, of personal data, according to data protection
legislation and the relevant guidelines.

[ No

| explicitly declare that | agree with the publication of the results | ] Yes
of this study in anonymous form and with the publication of se-
lected screenshots for the promotion of the study in mass media,
and / or scientific publications aimed at informing the public and
/ or the scientific community.

O No

You may withdraw your consent at any time by submitting a request in writing to this address: (email address of
the organizer, Name of the organizer)

Print name (participant) Print name (organizer)
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Signature (participant) Signature (organizer)
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